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INTRODUCTION

"This 1s a dangerous time. Moving forward,
we need to be more vigilant with what we trust

from the Internet," Barack Obama says in a vid-
eo speech!. This is a very relevant observation,
all the more so as the statement is forged! The

former US president has never uttered these

words — even if he may actually believe in the

message. The clip has been created to demon-
strate how easy it has become to put invented

words into someone else’s mouth — taking ad-
vantage of rapidly improving technology, as

well as using social media to proliferate all

kinds of false information.

We live in an era of disinformation where
everybody can produce their own news and
easily disseminate it via the Internet. This cre-
ates opportunities to share and access a wide
spectrum of narratives and opinions, but also
requires the ability to think critically so as to be
able to tell the difference between "true" or
"false". Critical thinking is a necessary reaction
to a changing media landscape, as well as an
indispensable skill in everyday life. According
to the World Economic Forum, it will be the
second most needed asset (after complex prob-
lem solving) in the near future.?

11 https://www.youtube.com/watch?v=cQ54GDm1eL0

With stories going viral even if they are untrue,
the ability to distinguish information from fake
news and propaganda, to overcome cognitive
bias, and to deconstruct the media seems to be
the best personal weapon against disinformation.

In our Guide to Critical Thinking — elaborated

on the basis of pro-Kremlin disinformation cam-
paigns in Central and Eastern Europe — we will
unveil very practical tips that help to recognise

disinformation and manipulation: how to fact-
check and verify sources, distinguish facts from

opinions, where to look for qualified information,
what sources to beware of. We will also present
narratives, techniques and case studies of pro-
Kremlin propaganda, whose main aim is not
necessarily to persuade the audience about
a "proper” version of events, but perhaps first of
all to sow distrust in Western democracies, to-
gether with their institutions and leaders. Hence,
each time there is an important event from the

Kremlin's perspective, various conspiracy theo-
ries pop up immediately. Our guide may help

you to debunk some of them. Join our team of
mythbusters!

Agnieszka Ostrowska
Programme Director
Centre for International Relations

2] https://www.weforum.org/agenda/2018/07/the-skills-needed-to-survive-the-robot-invasion-of-the-workplace
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QUESTIONS TO ASK:
® Who is the author of the article? @® Is she/he independent or which
@ Is she/he searchable on Google? media outlet has she/he
@ Is it her/his real name or a nickname? worked for before?
® Is it "admin" or a real person ® What do we know about the
who has a track record of other website (is there any contact
publications? information, an address)?
® Check her/him on Twitter/LinkedIn. ® Who might benefit from
@ What other articles has she/he authored? the story?
® Were they biased/unbiased?
AN EXAMPLE FROM POLAND:

Redaktor prowadzacy:

Adam Kaminski

Stale wspolpracujacy z portalem:
Jakub Mozniak

Wo|clech Brozek

Wspdtpracujacy 2 portalem:

Marcin Szymanski

Even though the editor-in-chief of
the Niezalezny Dziennik Polityczny
website, known for being the author
of numerous disinformation stories,
is present on Twitter and Facebook...

<
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...when you use Google Reverse
Image Search (more about that
later) of the picture you may
find that Adam Kaminski is
using the picture of Andrius
Zukauskas — a Lithuanian
orthopedist.

ATTENTION!

I A

Fake profiles/disinformation
websites in Poland often seem
to be very patriotic (Polish
flags, eagles, patriotic mottos).

<



ritical Thinking

The Mgthbusters ) ’
Guide to

BE AWARE OF IMITATIVE/SATIRICAL ORGANISATIONS

QUESTIONS TO ASK:

® What is the website url address/name? ® Double check spelling, what it links
@ Is the website legitimate or is it trying to to and if the website/media outlet/piece

imitate a popular news site or it links to exist.

organisation?

AN EXAMPLE FROM POLAND:

(imitating a reputable organisation): the Club of In 1989, KIK acted as a bridge between the com-
the Polish Intelligentsia imitating the Club of the munist authorities and the opposition, co-creating
Catholic Intelligentsia. the Round Table talks. Many KIK activists (in-

cluding Tadeusz Mazowiecki) actively partici-
The legitimate organisation: KIK — Klub Inteli- pated in the ongoing political changes in Poland.
gencji Katolickiej (Club of the Catholic Intelli-
gentsia) — formed in the post-October 1956 thaw. \'4

L — *# 200 00@ %90
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WARSZAWA
o NGO
O KLUBIE AKTUALNOSCI SPOTHANIA SEKCJE PROJEKTY INFORMATOR PODDASZE KONTAKT
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BE AWARE OF IMITATIVE/SATIRICAL ORGANISATIONS

Below: an association with a very similar name
called the Club of the Polish Intelligentsia: an
antisemitic, anti-vaccination, conspiracy theory-
website (pushing chemitrails, anti-NATO).

On its website one can see its motto: Bog (God),
Honor (Honour), Ojczyzna (Fatherland) — the
motto of the Polish Armed Forces. This pro-
Kremlin website, as many others in Poland, tries
to portay itself as being very patriotic — a com-

O < HioOn
PG 5 LA 2L

| STOW,
KLUB INTELI

AKTUALNOSCI SWIAT | CYWILIZACJE USTROJ | PANSTWO SPOLE(
POLITYKA OBRONNOSC EDUKACJA, KULTURA, SZTUKA NAUKAI

KILUB TNTELTGENCIT POLSKIED

Aleksander Dugin:
Czego boi sie swiatowa
elita

Chemtrails - Smugi 3 g -
Chemicene - juz nie .lldl.ll I'JUI"’LI “l"'*‘ld Lt

teoria spiskowa ma badan dotyezaeych
zpieczenstwa i
g kutecznosci
== czezepionek!

Sojusz agresji i falszu - | ,Nie ma wyjscia -
ocena szezytu NATO Polska musi sie azwracic
2018 w strone Rosji”

mon feature of disinformation/propaganda out-
lets in Poland aimed at influencing patriotic youth.

Note their mission (MISJA — using capital let-
ters): "THE NATION NEEDS SPIRIT AND
TRUTH BECAUSE THESE ARE THE PATHS
TOWARDS FREEDOM, WELLNESS AND
BEAUTY. LET THE SPIRIT AWAKE THE
SLEEPING! (...)."

One of the articles on their website:
"Alexander Dugin: what does the world

elite fear?" 3

<

Other articles include the following narratives:
a chemitrails conspiracy theory, an anti-
-vaccination narrative, an anti-NATO

narrative as well pro-Russian views.

<

31 Promotion of Alexander Dugin's ideology, who is Putin's favoured ideologist, is a common feature of many pro-Kremlin outlets in Poland.
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BE AWARE OF IMITATIVE/SATIRICAL ORGANISATIONS
AN EXAMPLE FROM POLAND * spgismentan
(satirical website): S
Although disinformation is commonly seen as ;&_MM{;

most widely spread by the Kremlin, it is also used
as a weapon by other parties. In 2017, a satirical
website ASZdziennik.pl, according to its own
manifesto "the best fake news service in the coun-
try", wrote that the candidate of the ruling party
(Law and Justice) Patryk Jaki for the position of
mayor of Warsaw (eventually he lost the elec-
tions), had photo-shopped his picture by adding
a labrador, to look more cool. ASZdziennik.pl
claimed that he had not only done this ‘immoral’
thing but also made a mistake in the name of the

breed, by writing "My rablador and me" instead >

of "My labrador and me".

[P WCIoTE o T3

To jest sprawa sprzed roku, ale nabiera aktualnosci teraz, gdy
notoryczny klamea (ni-)Jaki ubiega sie o najwazniejszy urzad w Stalicy.
We wrzesniu 2017 obecny kandydat chege ocieplié swdj wizerunek
umiescil w sieci zdjecie : Ja i mdj rablador. Pozwolilem sobie przeszukac
profil tego goscia i znalazlem oryginat zdjgcia z maja 2017, BEZ
rabladara (watpiacy niech pardwnaja postacie z tylu, to jest to samo
zdjpeie). Czyli nawet rablador u (ni-)Jakicgo jest fatszywy! Czy nadal 1/3
Warszawiakdw chce zaglosowaé na oszusta?

Komentarze: 365 5,6 tys. udostgpnien

o Lubig to! £> Udostepnij

<« This post was used a year later,

during the final phase of the election
campaign, this time not as a joke,
but a serious proof that Mr Jaki

is an immoral liar. The post was
widely shared and perceived

as a true story by many.
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CHECK SOURCES
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AN EXAMPLE FROM CZECHIA:

According to the website
PrvniZpravy.cz, in 2009 the
European Commission published

a report suggesting that the countries
of the European Union might take in
3.8 billion people (for example the
population of the Czech Republic
should increase 6 times). Even
though the report by the EC is
authentic, the numbers are based on
one table, which was inserted

within the article, but was completely
taken out of context.?

<

A QUESTION TO ASK:

@ If the source is in a different
language, check the translation:
is it correct or twisted?

@® Does the translation change

the meaning?
® In what way?

41 http://www.prvnizpravy.cz/zpravy/zpravy/podle-eu-by-mohlo-zit-v-cesku-az-68-milionu-lidi-v-nemecku-274-

milionu/?fbclid=IwAR3kBv_nWNduDwehtDmHXwzGI8dAegqSzkwhpuh7054X3_A4fEiru1Ci5Vg
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CHECK SOUR

QUESTIONS TO ASK:

® Have you consulted a suspicious website
with reputable disinformation experts?
Check whether the source is already
in the biggest disinformation cases

CES

database (over 3,800 cases since
September 2015 — figure from
spring 2018)?

\4

B T e T T TATION £ TR e T i 0
Disinformation Cases
m a
—— ADVANCED SEARCH —
DATE TITLE OUTLETS

2HOLE0NT Oseeen Flizabath || warns that Word War Il will start

ALADEVG Waina Polska

Queen Elizabeth |l staned that "One meust now make the...

COUNTRY

UK

EVvs
Disinformation &

Stay ahead of the game

Sirona gliwes
Pty

iy

P dcia

Informacie

[T SR S

AN EXAMPLE FROM
THE EUROPEAN UNION:

If you stumble upon
disinformation on the website
such as https://wolna-polska.pl/,
look it up in the disinformation
cases table of the East Stratcom
Task Force:https://euvsdisinfo.eu
/disinformation-cases/

<
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NEVER TRUST HEADLINES

QUESTIONS TO ASK:

® Does a shocking headline have anything
to do with the rest of the article?

@ Pay attention to photos. Are they
manipulating?

@ Is the original source translated
correctly?

@ Is an emotional headline supported
by an exclamation mark?

If yes, be suspicious.

@ What is the article's date? Does it
coincidence with important political
events or anniversaries (e.g. NATO
Summits, anniversaries such as 11th

of July, the National Day of
Remembrance of the Victims of
Genocide perpetrated by Ukrainian
nationalists, the Velvet Revolution
anniversary)?

® Have you checked the quotes?
Quotes are used to verify if the content
is valid, as serious officials back the story.

® Does the person exist? Is the quote
in line with the general message of the
organisation the quoted person
represents?

® What is the source of the quote?
Original, based on an interview
or taken from somewhere else.

AN EXAMPLE FROM CZECHIA:

During the Czech presidential elections in Janu-
ary 2018, a well-known website Parlamentni
Listy released an article with a headline claiming
that one of the candidates (Milo§ Zeman) was
endorsed by a popular pop singer, Karel Gott.

However the article only quoted Gott’s interview
for tabloid Blesk, where he described general
qualities that a president should have, without
mentioning any particular candidate.

The conclusion that Gott supported Zeman (and
was only afraid to say it directly) was made by
the author himself. When the case was publicly
revealed, website Parlamentni listy altered the
headline to sound more neutral, but the change
was not mentioned anywhere.
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NEVER TRUST HEADLINES

o PariamentniListy.cz
<

Legendami zialy stavik ma jasna. Goll voli Zemana

ParlamentniListy.cz
Bparlamentmilisty.cz

Hiavni strinka
Infermace
Fotky

Lidalesti

Hodnoceni

Videa

Piispévky

Komunita

Original headline: "Karel Gott
will vote for Milo§ Zeman".

<

Vaemeninil mtyer @ 1'nine) instine = ohes
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wrod Zmavy m Polilda = Kraje = Profily = Zabw iz Galviie =

Farlamennil 1807 = Aréna = Monrar - Kare (ot s jeinamainé wy)ddii, kohn cide volit 7a pranidenitn

FRomar Onderkz (mistopfedsada sirany) ma dnes narozeniny. Gratulujerme!

Karel Gott se jednoznacné vyjadril, koho
bude volit za prezidenta

2MIHs 9l

Ceska pévecks legenda nelzpl% sto)l 23 soulaznym prezidentem MilaZem Zemanzm.

Mnohonasobny zlaty slavik Karel Gott se v patzénim deniku Blesk vyjadiil, jak se bude
rezhedovat v prezi wech volbach.

[ o PEETTDIEES ot e otk i fute o smes v it

The headline after the change
was made: "Karel Gott states
unambiguously who he would
vote for".

<
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NEVER TRUST HEADLINES
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AN EXAMPLE FROM POLAND:

Atticle entitled "Our occupants"
with 2 pictures next to each other:
comparing American soldiers to
Nazi ones.

<

AN EXAMPLE FROM UKRAINE:

"Lost in translation" is a common trick
used in disinformation. On 11 October
2018 a number of Russian and pro-
Kremlin media outlets, such as RIA
Novosti and Utro.ru, predicted a com-
plete EU collapse and claimed Poland
was pulling out. Title: "EU is falling
apart: Poland decides to leave".

<

Title: "Ishchenko explains, why
Poland announced its withdrawal
from the EU".

<
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The mentioned source for this fake narrative was
none other than European Council President and
Poland’s former Prime Minister Donald Tusk,
who expressed concern about Poland’s judicial
reforms, saying that it could inadvertently lead to
something potentially more dangerous. The true
quotation:

"For me it doesn’t matter whether Jarostaw
Kaczynski is planning an exit from the EU, or
only initiates certain processes that result in this.
I have experience with (former British) Prime
Minister David Cameron. [ worked with him day

AN EXAMPLE FROM UKRAINE:

Apart from websites spreading propaganda, the
tactic of highly emotional posts with many excla-
mation marks and poor grammar is also widely
spread on Facebook. One of the more popular
examples from Russian and Ukrainian-speaking
users of social media has included viral posts on
students allegedly winning World Physics Con-
test or World IT Competition among high school
students.

to day to avoid Brexit. He came up with the idea
of a referendum and then did everything to keep
Britain in the EU, but he led the UK out" — Tusk
said to reporters in Poland.

In fact, neither Donald Tusk nor the European

Union have spoken about Poland actually leaving

the EU. The Law and Justice Party has also nev-
er called for Polexit (although the opposition in

Poland argues it could end up in a similar way as

in the UK). To sum up, the original quote was not

as radical as the interpretation presented.

Two posts claimed nobody had supported the
contestants and blamed the media for not cover-
ing such important occasions and asked for re-
posts. In reality, both students did take part in the
competitions but did not win. Despite that, both
posts gained almost 250,000 shares online.
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The first post says: "This boy won
World Physics competition and
beat participants from 90 countries.
Not a single mainstream media has
covered the story. Let's support
him with reposts".

<

Here is the post from one of the
boys and also the original source.
The fake Facebook post claims the
boy won, while in fact he was
ranked 29" place.

<
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llia Koczergin
W 23 Sty 0 21:07

Mywy 310 B CBAZW C TEM, YTO NOCTHI NPO MEHA CHOBA HaYany NOABMATLCA B PasHbIX
NatnuKax. H CUNbHO YAWBNEH, YTC HW OMH 3AMWH HE NDOBEPKN MHOOPMALIMID,
COASPMALLYHOCA TaM. BO-NepBbIX, A He CTan adCONKTHEIM NOBeIHTENEM, KaK HAaNWCaHo
TdM, @ BIHI 3001V, 3aHHE 29 MECTO (Ha NUKJUOHDIX BIMMITMaLax fawt Gornee OLHOR
MEfank Kamaoro LOCTOMHCTBA). K CNoBy, Mo TOBAPHLY MO KOMaHAE 3aHAN 5 MecTo n
B3AN NPH3 38 NY4WHA TEOPETHHECKHIA TYP, HO NPO HETO NOYEMY-TO HUKTO HE Hanucan,
KaK ¥ NP0 MHOTHX APYTHK POCCHACKMA WKONBHWKOD, NPCKPACHO DbICTYNADWMY Ha
MEMAYHIPOAHIX ONUMNUaAaX. Bo-BTopsIx, A NOYUMA OT rOCYA3pCTEa NPamMUo no
NOAREPMKE TANAHTIMEONR MONOAESHM (KOTOPYHD OTMEHUNM B NPOWNOM rogy), 1, kpome
TOrD, NPEMUKD 0T NPARMTRNRCTRA Mockahl Toruuses Gkino s NOAOGKKE NOCTHI
CO3A3BaTb NPO WKONBLHHKOB M2 PErMOHOE, B KOTOPbIX BNAcTH He AalDT HUuero. [la
BPAL N1 NOMYYHTCA YTO NAGO NOMEHATD NOCTAMM, NOABNAKILMMUWCA Pas B roq,
NO3aToOMY A NOA03PEBAKD, 4TO 3AMUHBI NPOCTO PEWWNKM CNOBHTD XaAN Ha Temy
TPHAYLME ONMMIMACKWA i p. ECIIM BD1 AYMEETE, 410 MHE U1 31010 NPWATHO, T0 BbI
owwnGaeTecn. | never asked for this.

PS. Ha BecAkWA cnyyai, A Gonulue He BeAy NePEroBOPOE C XypHanWcTamu. Myvwe
nWHTEe npo nobegurencit 2017 roga.

He explains it in his VK post
(social networking service,
popular in Russia and Russian-
-speaking countries).

<

BECTHU LI HaRmTH HAARE: MTEEeHTA TR IR ComARca

Live Mporpan s BecH 5 2000°

hep=TH DBecTae 20 2K 003 TR FRA0R R @

EOTTEL PO o Torbd o A T h
MDCHOBCKHE LIKONBHWKKM BEHYNUCE € MEROYHAPOAHEIX
ONUMIKES, C 3010TaM

It was also claimed that media

did not cover the story. This is also
not true — here is a screenshot from
one of the popular Russian media
sites, reporting the case.

<
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AN EXAMPLE FROM CZECHIA:

In 2016, prior to the celebrations of Interna-
tional Students' Day on November 17th, which

has a historical significance for Czechs because

in 1989 it sparked the Velvet Revolution, bring-
ing about the end of communist rule, the Czech

version of the Russian-controlled Sputnik news

agency published a story with the headline "The

day when the Czech Maidan could flare up".

Based on a commentary from Ivan Kratochvil, head

of the paramilitary group Czechoslovak Soldiers in
Reserve for Peace, the article suggested that "No-
vember 17th could become the day of a Czech

Maidan," which has a direct link with a wave of
demonstrations and civil unrest in Ukraine that led

to the overthrow of the Yanukovich government.’

The article was published on November 3.

LR 1620 M 11306 fsedudicralne 0630 00 12018

DEMIS Klotkow

Méstsky soud Prahy zrudil zakaz privodu odpircd prezidenta Milose
Zemana, ktery je planovan na 17, listopadu. Jeho organizatofi mudali
nazev Mezapominame. Ufady ho pivedné zakazaly z obavy, e jeho
organizatofi planuji strety s Gfastniky alternativnich akci stoupenci
hlavy statu, kteii v tento den rovnéz vyjdou do prazskych wlic.

J& =2 =l o= znepokajujici situace, 17, iztopad s& mdds st3: dnem fesweho Mdeicamy,”

<

= is s ngo e

51"The day when the Czech Majdan can flare up', SputnikCZ (25.11.2018): https://cz.sputniknews.com/

ceskarepublika/201611034063322-Den-vzplanuti-cesky-Majdan/
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ATTENTION!

Use the ""News' tab on Google to check if
reputable media outlets are running the story.

But be careful, it may happen that several

main media outlets get it wrong.
AN EXAMPLE FROM CZECHIA:

In September 2018, Czech political debate was
focused on the question of whether the govern-
ment should accept 50 child refugees from Syria.
This was suggested by MEP Michaela Sojdrova
and blocked by Prime Minister Andrej Babis,
afterwards facing criticism. Babis’s stand was
supported by Tatjana Hordkové, who claimed to
be in charge of an NGO called the International
Children’s Cross. Her comments on child refu-
gees were mentioned by several main Czech dai-
lies.

However subsequent investigation by journalists
demonstrated that the International Children
Cross is a fictional organisation and Mrs. Horak-
ova is not known to any NGOs in the given field.®

“ My jsme se s nimi nikdy
nesetkali, kde pomdhdame, ani nejsou v
koalicich a sdruZenich, ve kterych se
humanitirni organizace setkavaji v
Ceské republice.”

Vesdouel snedbilnghi sddslest (lovika v tisi Tomid Urbas

Babise se ve sporu o sirotky zastala
podeziela humanitarni organizace.
Nikdo ji neznd
ES . S

Europoslankyné Michaela Sojdrovi se plete, premiér Andrej
Babis ma ohledné nepfijeti syrskych sirotki pravdu. Zhruba
v tomto duchu se dnes na serveru Lidovky.cz objevil
komentiF Tatjany Hordkové, feditelky Mezindrodniho
détského kiife. Ta o sobd tvedi, 2e ona a jeji organizace
piimo pomihaly v nékalika vileénich konfliktech. Text
nasledné piebraly Parlamentni listy, které v titulku
organizaci dokonce zaménily za “Cerveny kfiz". Clinek z
j ize | Parlamentni

Cheete cist dalsi zpravy od Prokopa
Vadrazky a Jana Tvrdoné? Starite se
predplatiteli pravé ted a pomozte
Novému denibu.

51 "Babis in conflict over orphans has been defended by suspicious humanitarian organisation.
Nobody knows it.": https://www.facebook.com/notes/nov%C3%BD-den%C3%ADk/babi%C5%A1e-
se-ve-sporu-o-sirotky-zastala-podez%C5%99el%C3%A1-humanit%C3%A1rn%C3%AD-organizace-

nikdo-ji-n/266550647528085/
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USE GOOGLE REVERSE IMAGE SEARCH

QUESTIONS TO ASK:

@ Is the image original or taken
from the web?

@ Pay attention to details in the picture.
Do they correspond with the context
(place, language etc).

This is probably the simplest and the most effective
of all techniques regarding images verification.

Verifying pictures by Google Reverse Image
Search helps you discover visually similar images
from around the web. You may not verify pictures
on your computer, but also on your mobile phone
by using e.g.: https://www.labnol.org/internet/
mobile-reverse-image-search/29014/. Try also this
plugin developed by the InVID (In Video Veritas)
to verify images and videos: https://chrome.goog-
le.com/webstore/detail/fake-video-news-debunk-
er/mhccpoafgdgbhnjthkemgknndkeenthe.

AN EXAMPLE FROM HUNGARY:

The article suggest that Parisians were shocked by

\4

a Muslim migrant peeing in the metro.

The main goal is:
* to question migration policy and
the integration efforts of France,

enrio x le EIESTETVE S THRREE
matro sorxe i

HO TS ngabu/nzgraag il WL

ORIGO

ITTHOM MAGYVILAG GAZDASAG SPORT  TEWE

Avarizst malro kizismerten 4 legpisskosahb melriva vall ax

prpsy vildpon. Trillék ax dlomasokon, dropost bevdmloelar a

mapallikhan, es 4 sok élelmaralek imall renpelap patkany

ulasokinl.

s ladgal fel ala Anne Hidalge, s seociahisla Dipolgarmesternd
pyakorlalilag sermimil neim csindl, ax ellan semn, hogy Tassan ax

ulazik jepy nalkitl, aki akar, merl az allendrik [Blnek ax apresseiv

+ undermine the socialist mayor,
Anne Hidalgo,

* suggest that people are in the state
of fear due to insecurity.

However, if you take a closer look
at the article, you will notice that it
does not provide any source for the
picture, which is highly unusual.
Judging from the map on the wall
we can assume that it is not Paris —
as the city is surrounded by water —
but rather New York City. The inte-
rior of the cart and the "do not lean
against the door" sign also prove
that.
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USE GOOGLE REVERSE IMAGE SEARCH

A Dreirhba vIZel paTEl MIgranenas nazudjs a7 Onigo a 20150
v

vt lggandingl almilinpicews | e27akhimesaom
AT CATIm Sl TR B I5-15. 3500 b

S
e

e

e

o P43

FRETEALIN

TIEMIDEMADGRE  COMBLOTHI

DISINFORMAZIONF I.a foto dell'uomo che urina
nella metropolitana e “I'ltalia di Renzi”

t aratrn e

DISINFORMAZIONE

WED  COMIATIAMI  PARANGTIME  USNLATER

wrElTe € N geatnar nad
s

The material had a wide outreach
as was adopted by far-right
media and pro-Kremlin sites.

<

The results of the Google Reverse
Image Search also shows an Italian
debunking page, referring to

an Italian pro-Kremlin
disinformation portal using

the picture against the Renzi
government, suggesting it was
taken in Rome.

<



CONCLUSIONS

Dealing with all kinds of media requires vigilance every time a reader is con-
fronted with emotional content. Emotions impact a reader's ability to think
rationally, so the media consumer should have a self-controlling habit that al-
lows him/her to take a pause before sharing or believing a story. One should

not let emotions take over rational reflection and critical thinking.

Another important aspect of critical thinking is the need to distinguish facts
from opinions. The latter, often used as way of presenting opinions as news (e.g.
on blogs and fringe media), is a very effective tool of propaganda because it is

not based on facts but convictions, therefore impossible to debunk.

In terms of images, both regarding false amplifiers (e.g. fake Facebook or Twit-
ter accounts) and those presented to support an article, the most effective and
easiest technique of verifying them is Google Reverse Image Search. Although
not always effective, due to additional measures which can be applied in the
case of a stolen image to hinder finding it online, this technique is certainly

worth recommending in checking sources.

Antoni Wierzejski
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