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Workshop on tackling disinformation
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Overview

Hungarian specificity
Central Europe

Situation on the frontlines: Ukraine
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15 minutes to check:
What should you do?
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Main attributions:
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Headline vs content
Authors/ Editorial board/
Ownership

Source/ Experts

Images/ Videos
Advertisements

Social pages/ Comments
Readership statistics
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Headline vs Content
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Headline vs Content

Paramentnilisty ¢z

What to check:
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Does the title have anything to do with the rest Pom
of the article?

[
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What is the date of the article? S S

e

Does the title play with emotions?

o Karel Gott se jednoznaéné vyjadfil, koho
Is the original source translated correctly? bude volit za prezidenta
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Authors/ Editorial board/ Ownership

Questions to ask:
Who is the author of the article?
Is it her/his real name or a nickname?

Is it “admin” or a real person who has a track
record of other publications?

Check them on Twitter/LinkedIn/Google/Fb

What other articles did she/he authored? Were
they biased/unbiased?

& CEID
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Is she/he independent or for what media outlet
has she/he worked for before?

What do we know about the website (is there
any contact information, address)?

Is there an “About/Contact” page?

Who owns the publication and where is it
registered?

Is there anybody politically biased sitting in the
editorial board?
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Authors/ Editorial board/ Ownership

Nl sbnipaiiind  NMIOMR Jps s i ton [ Sndep 834 rane balivis v lodras Oraabraras,

CAHATOPHH

Aumosckue Kypopmot

Coxpanensime mpadusiun ¢ [587 2o

CYCTABOR B BO.TBHITLE . IPYCRITHITHRAN
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Authors/ Editorial board/ Ownership Tool

& C @ Not Secure | spyonweb.com Y 4 ® 0 | 8 :

: Apps [ StopFake B3 Wellness &) Website Traffic & HoBOCTM NapTHep V Aamunuctprposa @ ntonthe.io/XgnpO.. &% Online photo effe 1 Vogue Ukraine - | » | B3 Other Bookmarks

research tool

SpyOnWeb

Find out related websites

HOOOOOCOXKX OF UA-X00000K

Check out our API

We take the information from public sources, then structure it for your quick and convenient search for the websites that
probably belong to the same owner.

+ Unique Domains 112,995,456 « Unique IP Addresses 10,334,976
+ Unique Nameservers 4,583,168 « Unique Analytics IDs 7,989,632

+ Unique Adsense IDs 1,231,616

KA - B -




Authors/ Editorial board/ Ownership Tool

@ DOMAINTOOLS PROFILE> CONNECT~ MONITOR~> ACQUIRE~ SUPPORT Mhois Lookup

Whois Record for Ukraina.ru

= Domain Profile

Registrant Org Rossiya Segodnya

Registrar e e —
IANA ID: -
URL: https#www.nic.ru/whois
Whois Server: =

Registrar Status REGISTERED, DELEGATED., VERIFIED

Dates 6,395 days old
Created on 2001-05-31
Expires on 2019-06-01

Name Servers NS4-CLOUD.NIC.RU. (has 551,705 domains)
NS4-L2.NIC.RU. (has 551,705 domains)
NS7.RIAN.RU. (has 120 domains)
NS8-CLOUD.NIC.RU. (has 551,705 domains)
NS8-L2.NIC.RU. (has 551,705 domains)
NS8.RIAN.RU. (has 120 domains)

Tech Contact -
IP Address 178.248.233.60 - 1 other site is hosted on this server
IP Location I - Moskva - Moscow - Hll Lic

a ( :EID ASN 8 AS197068 QRATOR, RU (registered May 17, 2010)

CENTRE FORCURO-ATLANTIC Hosting History 2 changes on 3 unique name servers over 4 years

INTEGRATION AND DEMOCRACY




Source/Experts

Questions to ask:
What is the website url/domain name?

Is the website legitimate or is it trying to imitate a
popular news site or organisation?

Double check spelling, what it links to and if the
website/media outlet/piece it links to exist.

If the source referred to in the article is a person
do the same as with the authors.

v contmms08 oRoraraNTIc

Google the quotation used.

Check if the source is in the EUvsDisinfo
database.

Wikipedia — check the modifications




Wikipedia edits

@UaGovEdits

AHoHiIMHI peparysaHHa y Bikineqji 3 IP-
afpec, HanexHux yKpaiHCbKum
AepXxasHnM CTPYKTypam.
PyCcCKORA3bIYHAA BEPCUA:
@UaGovEdits_ru. English version:
@UaGovEdits_en

@© Bikinenis
[ara npuegHaHHa: nunexs 2014

= =R

@ CED

CENTRE FOR EURO-ATLANTIC
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@RuGovEdits

Mpasku 8 Bukuneauu ¢ IP-appecos,
NPUHAANEXALLNX POCCUACKUM
rocyaapcTBeHHbIM CTRyKTypaMm. Mo scem
sonpocam — @AntNesterov English
version: @RuGovEdits_en

@© Bukuneaus

& github.com/edsu/anon/blob...

[lata npueaHanHa: nunexs 2014




https://euvsdisinfo.eu/disinformation-cases/

SEARCH Q

ADVANCED SEARCH @—

DATE TITLE OUTLETS COUNTRY

26.11.2018 Azov sea incident: an act of provocation personally staged by 60 Minut @ Russia 1, time Ukraine
Poroshenko, who expected to cause a massacre in the Kerch Strait 4:50

26.11.2018 Ukrainian vessels violated Russian territorial waters Russia Today Ukraine

26.11.2018 UN Security Council compared EU support for Kyiv with giving a Sputniknews.|t Ukraine

machine gun to a psychopath

26.11.2018 Ukraine is massively shelling residential areas in Donbas Ria Novosti Ukraine

26.11.2018 The Ukrainian Naval Forces planned to be sunk by Russia in Kerch Strait RIA FAN Russia, Ukraine
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heck the source

“Poroshenko
turned out to
be sick”

MOCRACY

Poccua  Hoeopoccua  Ykpamwa Beco mup Bugeo Cupua Monutuka Mpoucwecteus  TexHonoruw

Bl

Cnopt  MHoCMK

Yumadme no meme: HosocTy YkpauHel: BU30B0E «auHamor, pybnesas akcnponpuaums, Kapabac-Mopoweko

MopolweHko okasancs 6oneH

K uHTepecromy HabnioaeHno NpuLLInK xypHanMCcTel Hemeuxoro usgakua Siddeutsche Zeitung Owru
oBHapy#unK, uto npeauaenT Ykpaue: Metp Mopowekko B nocnegxee epelsLyaTo cam He ceow T BeneT cetr
kax HacToAw ayTuct. Bpocaerca B rnaza, Kak oH cTapaetca gepkate cefa obocobnenHo oT apyrux
AUCTaHUMPYETCA 0T HEQABHUX NONUTHYECKUX COKAHUKOB KaK OT MPOTUBHUKOE, U MHOMHe rnaBk! rocyaapcTs 3To
3amMeqan.

[axe Te #ypHaNUCTLI, KOTOpLIe CONPOBO¥AAIOT NOPOLUEHKO B Noe3gKkax, YacTo CPABHUBAKIT ero ¢ ayTCTOM
Bonblue roBOPUT. YEM CNYLUAET APYriX, NO3TOMY K Yy#MM COBETAM W PeKOMEHZAUMAM NULLKUIA pas He

MNepeaxan nogHowxa ana Ofawe
nowemy npeanaent CLLA Soutca
MyTuxs

CnaBeat
pacwawm: Syt & Wap.
QTS NONHUTROPPRNTHOCTH

MokasaTe BCe

JIEHTA HOBOCTEM

pOT 1@ TaHUs! K8 DO
weuetn soafyannn CK Tars)

Ens cTAHET ANA yRpaNHUES
CroLUE. Knee oTmeHAeT
OCOEryNNDOBAHNE UeH

«Mepewnpnes 8 Cupan: 3
[omweH CEOMMN
YTO 3a8CH TEOP

nag
38MM yEHOETE

HosooTn HoBopoccui: noamMcaH
S0KyMEHT O DAIBEIEHAN CUA B
OowSacce. Knes rorosnt

Psaunrane: 8 Ogecce rposarca
CH@ds MIDNO

TTyTHH 38CTSBAN MUP APOXETE:
npeaugesT PO sowen & Ton-50
CAMBIC BNAUATENBHE NOQEH

Mepeawna nogHoxxa anA Oaue:
nowemy npeangest CLUA Sourea
MyTius

HAowGace u Knee 20rosopannc
ofuene nnewHsiMK B DOPMATE
CBOBX HA BIEXs

Mopowesxo noSnaraspun CL
3a noaaspx SUHCROA
AEMOKDSTAN NETANEHEM OPYXHEM




Check the source

< C | ©® www.sueddeutsche.de/news?search=poroschenko&sort e& 5D=dep&all ne=2015-08-01T00%3A F2015-09-30T.. W o009
(B Al This page has been translated from German o English < Show original Options v
Munich 30 Shop Jobs property Show

SijddQl“SChe Zeim ng Login & SUBSCRIPTION

SZ.de newspaper magazine

politics economy panorama Sports Munich Bavaria Culture Knowledge Digital opportunities travel automobile style

ﬂ‘.lo more... Q

e e REGHNUNGEN
UNTER FREUNDEN
TEILEN GERT
T — Q| GANZ EINFACH
— MIT PAYPAL.

Chronologically | relevance detailed view | compact view | RSS Feed

Read readers Readers
News scanner currently recommend

2 nternational

The first case: The Panama Papers

dpa

... Argentina and Ukraine, Mauricio Macri and Petro Poroshenko . In
Iceland the publication led to the resignation ...

22.09.2016 | 11:24

21.09.2016 | 16:27

Agreement in Minsk MEHR ERFAHREN

Moscow and Kiev agree to withdraw from central
combat areas of the Eastern Ukraine
SZ+ politics » War in Ukraine
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r o

l - Foreign Policy

Foreign Policy Journal BuHnT CoegnHentblie LLUTaThl 33 cO3aaHne
CATYaLMM Xa0Ca Ha BanxHem BOCTOKE v HAflEeTCA, YTO
BMEWATENLLTBO POCCHM NOMOXET YCKOPHUTH paspeluenue
Kpwninca 8 Cupun

CUPUUC KUK KoK U AMAMICR yXe NOYIMU 5 mem, NPeepamueliuc s

@ OfTYCMOWILMS NBHY IO 2PAXOIHC KYI0 SOUNY, 8 KOMOPOU CMAMKUEOMCR
JARW, secmusii @unuan « Ane-Kaudsis — « dposm an-Hycpas, decamay
PaIurHLX QXUX 3OUCINCKUX OPLANUIA UL U HeGONBLI0e KOMMNEC Mo
CHSMCKLX ONNOIMRIUONHBD CUM, 86ICM YNAIOWILX NPOMUS PeXUMI
npesudenma bawapa Acada. K vacmosuesmy epesesu Gonee 200 000
YON0ARK NOWOGNU ¢ OOMUX CIMOPON, U MUNIUION CUPUILS OK3IZNUK b

O xenUAMU. ROMODLI MORM OYeHs He ONpede NeHWoe Oy Oy ues.

Double check

Foreign Policy Journal

HOME US WORLD

NEWS & ANALYSIS VIEWPOINTS ESSAYS ECONOMY CULTURE BOOKS WRITERS

AFGHANISTAN - MIDOUE EAST - WIWS & AMALYSIS

Will the Middle East Crisis Worsen in the New Year?

es have created a chaotic situation in the Middle East, and there's little reason to expect this to change

Support Foreign Policy Journa




Fake experts:
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Eric Draitser :
Senior Insurance Coordinator at New York Automobile Insurance Plan

Greater New York City Area  Insurencs

Frowous NYC Departmant af Educabon, The Museum of Modemn Art

Ed.cali Brooicyn Calege

[ comert [T 78
“r B hitpsivwwalinkecin comipubieno-darsen 36T N0T

Senior Insurance Coordinator [
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Images/ Videos o

‘-1—"—*" ~ tl l.LL_ A |
Questions to ask: : n— — =

Was the image related to the article/problem?
(Use Google Reverse Image Search)

When and where was the image taken?

Is there any reference on the image? (Check the
source)

Pay attention to details in the picture. Do they
correspond with the context (place, language
etc).

& CEID
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INTEGRATION AND DEMOCRACY




Images/ Videos

Can you check this?

@CED
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I ma g es l Vi d eosS A pdrizsi metro kozismerten a legpiszkosabb metréva valt az

egész vilagon. Uriilék az dlloméasokon, drogozd bevandorldk a
megdllékban, és a sok ételmaradék miatt rengeteg patkany
szaladgdl fel-ald. Anne Hidalgo, a szocialista fopolgarmesternd
gyakorlatilag semmit nem csindl, az ellen sem, hogy lassan az
utazik jegy nélkiil, aki akar, mert az ellendrok félnek az agressziv
utasoktol.

ORIGO |[TTHON MNAGYVILAG GAZDASAG SPORT TEVE FILM TUDOMANY MEG TOBB v
| HASYVILAG |

A metréban szemérmetleniil vizels
migrans fényképe sokkolja egész
Parizst

& CEID
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Tools:

Reverse image search on Google
TinEye.com

FindEXIF.com

Fotoforensics.com
Prepostseo.com

ImgOps

v CENTRE FOR EURO-ATLANTIC
INTEGRATION AND DEMOCRACY




Fake videos...
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Video manipulations

TERRORGYANU MIATT INDULT VIZSGALAT

M MIGRANSOK ELLEN BOSZNIABAN
ITETTE AZ 1,7 MILLIOT A NEMETORSZAGBAN NYILVANTARTOTT MENEDEK

@©
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Channel 1: “Ukrainians are forced to flee to Russia
due to the political instability”

B ro)XXHble pernoHbl Poccuum
npubbiBaeT Bce bonbluee uncno

Brens o
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Look for signs

Bee Kapret Kapruxkun Bupeo Hosoctu Ewé Hacrpoikn

Peayncraros: npumepro 239 000 (0,36 cex.)

Yepru Ha kopaoHi. Be6-kamepy ON-LINE - 3akynu 8 MonbLyi
ppingpl.com../11-cherhy veb-} y-oni... v N nary ly
Megwia - Wernni (Medyka - Szeginie). Kamepa mix ny ponycKy, 3aiaq Ha TEPUTOPIKO NyHKTY

ponycxy, 3aian Ha TepuTopilo MykkTy nponyexy. Ykpaikm i ...
Be6-xamepa M - Kopr - Werwti - M - ON LINE xamepa Kopuosa

Yepru Ta kamepu Ha KopAoHi oHnaiH Meauka - Weruki. Ha nia'iagi go ...

vsetutpl.comy/. Jkamery—kom-onlayn—medyka—shegyni-n ~ MepeBecTy aTy CTpaHuuy XaTku  Map data ©2017 Google
Kamepa online nepep 3ai: Mokaaye uepry Ha xopaoHi 3 MonbLui Ao Ykpaiky,

neponnyuu‘rwnponquMean Wermi, yepraa ... LueI'MHM

Kamepu Ha KOPAOHI, 4epry Ha KopAOHI MonbLuy oHnaiik. CHTYAUIS Ha ... CammhsYipme
[k y-na-kordoni v I aTy CTpaHnLy
Kanapn Ha kopaoHi. Bei weprv Ta seb kamepy oHnaiH Ha kopaoHi. Yipaita Monsiwa oxnaiy. Curyauis Werwtmn — ceno Ha YipauHe, Haxoautes 8 MOCTUCCKOM paioHe
Ha KopAoHi 3 Monbuuero Ha cuoroari, oxnadt Werwi, ... TNssoacKoA obnacTy. LiewTp UWerkkeckoi censckoi paasi. Pacnonoxero
8 14 KM OT PAROHHOID LUEHTPA 1 B 8 KM OT XeneaHO4OPOXHOM CTaHLMKA
Jbsos — M

WernHn — Bukuneaua
https://ru.wikipedia.org/wiki/Lieruim Moroga: 18°C, Betep 3, 19 km/y, BnaxHocTs 80 %

Wernnm (ykp. Wernni) — ceno Ha Yp B
LleHTp WervHLCKoM censekod paas!. Pauwmeﬂoauw MecTHoe Bpems: naTHuua 09:08

LernHi — Bikinegis

https:/fuk.wikipedia.org/wiki/lUeruHi ~ Mepesectn 3Ty CTPaHLY
LLéruni — ceno B Ykpaiki, 8 M y paitoHi 1 i obnacri.

OpraH i pAaY — Wer

< E I D WerwHi (nyHKT koHTponio) — Bikineais
https://uk.wikipedia. orulvﬂkllLUeruul_(nyuKr KOHTPONIO) ¥ MepesecTy aTy cTpasuuy
CENTRE FOR EURO-ATLANTIC ng:uu papionoriyHoro, P NYHKT «llernui» moxe
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Look for signs

BuaHecmeHbl nogapunu ononyeHyam poCKOLLHYIO
NPOryNoOYHYIO AXTY U «KYKYPY3HUK»

[ovepan ofracn,

1 - ._!}»f'"‘--a»_f.._

Bu3HecMeHbl Nogapuiik ONoNYEHLam POCKOLUHYIO
NPOrynNOYHYI0 SXTY 1 KKYKYPYSHUKY

[ovetypun ';; ‘. ‘«.
4 y




Working with video fakes

Work with screenshots

Use search (YouTube, VK,
date, length)

Look for signs (place, date, ‘
time)

CENTAE FOR EURD-ATLANTIC
INTEGRATION AND DEMOCRACY
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Search

Google S s wammo < van Q= Q

Bee Kaprutn Kaprai Noxynio Ewd Hacrpofkn VIMCTRYMEHTE

Peaynsraros: nprmepno 25 270 000 000 (0,81 cex.)

obpalleHus matepy yGUTOro BOEHHOTO Em Q Nobasuts

Paamep u30BpaneHua;
301 =178

Apyrex p poB He

OuneTpel ¥ PesynsraTtoe: 10 000

Ckopee Bcero, Ha KapTuHke Mams

O6paleHne K KWeBCKOW XYHTe OT MaTtepu yGUTOro BoeHHoro 14
05 2014

TheSid Studio + 2 Hegenu Ha3ag « 4 907 npocMOTpOB

Moxoxue nsoBpaxeHus

O6pawexue K NyTUHY MaTepu yGUTOro pycckoro.
OTAObLIXAH Live + 2 Hepenu Ha3ag + 3 177 NPOCMOTPOE

MyTuH, TUMOWeHKO, TYPYMHOB, CHANNEP,3BaKYaUNA KU PHUHOBCKUA NYKaLW-
SHKO,0KKyNauuAa, KpuM,paboTaeT OMOH,NPaBuiA CEKTOP ...

MNoxanosarsen Ka KAPTHHKH

CrpaHuubl © noaxoaaLLmMMn u3obpaxeHnaMu
YBueatb Hexopowo.., | BlogSochi.ru

blogsochi.ru/comment/202819 ~
480 x 360 - 31 ans. 2015 1. - YipauHubl, Gyab OHi HENAAHB!, OKOHYATEN

HANEKY 1a HOPMANEHYIO ¥K3Hb 8 PoCCUM B OTAANBHHOM 6

McTopus yKpauHeKoro peixa nogxoaut k douxany: Mposan ...

blogsochi.ru/comment/202135 ~
480 x 380 - 30 Axe. 2015 r. - Coacem HeaaaHo, POCCHIO, YKPAMHCKaR pana Npuakana
arpecopom. W, 4T xe Nony4aerca, Kk arpecopy GeryT NpATATLCA Te, KTO Cxakay, ..

Mother calling upon “junta” for killing her son = _
°=5""““*":?f,A,“,ﬂﬂ?o”ui;a;m{?fiﬂﬁz%’;?é:‘i“"'Y"“T”b" Mother calling upon Putin for killing her son ‘FAKE

480 x 360 - 13 man 2014 . -

e, https://www.youtube.com/watch?v=pijl129Si8i8




Keresés... Q

A @) 10006t shnsnyek, wiligszeite
Advertisement

Politika v Gazdasdg Publicisztika Kultdra Torténelem v Sport Utazds Gasztronémia Nagykép

Advertisement is often used to legitimize
content.

€ > C @ hitps//hu.news-frontinfo CE % oEe®o HE @ :

2t apps £ StopFake £ Welness ) Website Traffic & Hosocru naptvep wictpuposa.. () ntontheloXgnpO... 4 Online protaetfe.. [ Vogue Ukraine - | » B3 Other Bookmarks

Questions to ask: Hirtgynokség

LT FRONT]

Csatlakozzon hozzank

O SZERETNE SEGITENI =5 forditokka, szerzék, E“i‘lma
HEK“"K? haﬂﬂﬂél‘ékké Vé‘ha( Hely szoveget, majd nyomja le az Enter bill

Is there any real advertiser on the website? ekl o i

10 overrber 2018, 1807 S
IZRAEL MEGKOSTOLTA AZ 52-300 - AST! QRRVARA KESERD ia.CH = Make it real

“A Kreml mé kapott hivz ta Lmu‘u ztatdst Donald Tump amerikai with UIA
elnsk azon ea lm 6L, hogy ts:

What is the profile/origin of the advertiser?

AKTUALIS ANYAGOK

03 December 2014, 0658 -
i EZREK TONTETTEK A GEORGIAI k ‘-L-.....
FOVAROSBAN AZ
ELNOKVALASZTASOK EREDMENYE
- ELLEN

Do they have real interest to advertise on this
page?

| oeeeweso A EGFRISSEBB HIREK

QR VENDEGMUNKAS
LENGYELORSZAGRAN

|03 Decemer 2018, 000 |
:‘;(DDD -a’/;““ﬂ‘“" <om/2018/12 Moszkva kész feldjitani a pirbesz¢det Washingtonnal

&CED

%
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Social pages/ Comments

Questions to ask:
Where are they present?

Are there Vk/Odnoklassniki buttons on the
website?

How many followers do they have?

What is the language of the comments?
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Social buttons
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Share buttons
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Readership statistics

Questions to ask:
What is the main audience of the website?
What is the size of the audience?

Are these real people or referral traffic? (bots)
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How to check:
Alexa.com

Similarweb.com

Traffic Overview o

Total Visits ©®




O CED

Questions? Thank you!
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